MMAMSITKA )
JUI OBYYAIOIIKXCSI OB UHOOPMALIMOHHOM BE3OIACHOCTH
NETEM

HEJ1b3A

1. Bcem nogpsg coobLuath CBOK YaCTHYH MHGopMaumio (HacTosAwme ums, haMmunuio, TeneqoH,
afipec, HOMep LLKO/bI, a TaKxke (hoTorpadumm CBOM, CBOEW CEMbI 1 Apy3ei);

2. OTKpbIBaTb BMIOXKEHHbIE (aii/ibl 3NEKTPOHHOI NMOYTbI, KOrAa He 3Haelllb OTNPaBUTENS;
3. [py6uTb, NPUANPATLCS, OKa3blBaTh AaBNeHNe — BECTM CE6S HEBEX/NBO W arpecCcUBHO;

4. He pacnopsixaicsa fieHbramMmu TBOei cembi 6e3 paspeLLeHns CTapLUmnx - BCerga cnpaiuvsai
poauTenei;

5. He BcTpeuyalicsi ¢ VIHTEPHET-3HAKOMbIMMW B PeasbHOM XU3HW - MOCOBETYICS CO B3POC/bIM,
KOTOPOMY 10BEPSELLb.

OCTOPOXXHO

1. He Bce nuwyT npasay. YmTaellb 0 cebe HenpaBay B IHTepHeTe — coo6LLm 06 3TOM CBOUM
POANTENSAM WU OMeKyHawM;

2. MpurnawaroT nepenncbIBaTbCs, UrpaTb, 0OMEHNBATLCA - MPOBEPb, HET NN MOABOXE,;
3. He3akoHHOe konmpoBaHue (hainnoB B VIHTEpHETE - BOPOBCTBO;
4. Bcerpfa pacckasblBaii B3pOC/ibIM 0 Npo6siemMax B CETU - OHU BCerfa nomoryr,

5. Micnonb3yit HacTPoiiky 6e30MacHOCT 1 NPUBATHOCTH, YTOBbI HE NMOTEPSTh CBOW aKKayHTbI B
COLICETSX U pYyrux nopTrasnax.

MO>XXHO

1. YBaxKaii gpyrux nonb3oBaTeneil;

2. Monb3yewbcs VIHTEPHET-UCTOYHMKOM - [ieN1ail CCbINIKY Ha Hero;
3. OTKpbIBal TOIbKO Te CCbIIKWN, B KOTOPbLIX YBEPEH;

4. O6LIATLCA 32 NMOMOLLLIO B3POC/IbIM - POAUTENN, ONEKYHbI U aAMUHMUCTPALIMS CaliToB BCeraa
MOMOTyT;

5. Mpoigmn o06y4eHme Ha caiiTe «CeTeBMYOK» 1 NOMYyYM NacnopT LUMPOBOro rpaxiaHunHal

Mucbmo MuHobpHaykm Poccum oT 14.05.2018 Ne 08-1184

O HanpasneHnn nHpopmaLmn

© Martepuan n3z CnpaBo4yHo cucteMbl «O6pasoBaHmUe.

Moapo6Hee: http://vip.lobraz.ru/#/document/97/443572/po480/?0f=copy-fabfc4bbf0
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NHOOPMALIMOHHASA ITAMATKA IS OBYUYHAIOLIUXCA

C KaxAblM rofloM MOJIOAEXM B UHTEPHETe CTaHOBUTLCA 60/IbLUE, @ LUKO/IbHUKN OLHU U3 CaMbIX
aKTUBHbIX Mo/nb3oBaTeneil PyHeTa. Mexay TeM, NOMMMO OFPOMHOI0O KONMYeCcTBa
BO3MOXXHOCTEMN, MHTEPHET HECEeT M NpobieMbl. 3Ta NaMATKa LO/MKHa NoMoYb Tebe 6e30MacHo
HaXOAMTbCA B CETU.

KomnbloTepHbIe BUPYChI

KOMMbIOTEPHBIV BUPYC - 3TO Pa3HOBUAHOCTb KOMMLIOTEPHBIX MPOrPamMM, OTIMYMTENbHO
0COGEHHOCTbLHO KOTOPOI ABNSETCS CMOCOGHOCTb K PA3MHOXEHWIO. B 0NONHEHME K 3TOMY,
BMPYCbI MOTYT NOBPEAUTb UMW NOMHOCTLI YHUUTOXWTb BCE (DaiiNbl M AaHHbIE,
MOAKOHTPO/IbHbIE NMO/b30BATENHO, OT MMEHM KOTOPOr0 GblNa 3anylleHa 3apaxxeHHas NporpaMma,
a TaKXKe NOBPeANTb UMW AaXe YHUUTOXUTL ONepaLyoHHY0 CUCTEMY €O Bcemu haiinamu B
Lenom. B 60MbLIMHCTBE Cy4YaeB PacnpoCTPaHAIOTCS BUPYChl Yepe3 MHTEPHET.

MeTo/bl 3alWTbl OT BPEAOHOCHbIX NMPOrpamm:

1. Vcnonb3yii COBPeMEHHbIE OnepaLiMoHHbIe CUCTEMbI, UMEHOLLIME CEPbE3HBIA YPOBEHb 3aLLUThI
OT BPEAOHOCHbIX MPOrpamm;

2. MocTosAHHO ycTaHaBMBai navtu (LMhpoBble 3aniaTku, KOTOpble aBTOMaTUYeCKU
YCTaHaBNMBAOTCA C LieNblo AopabTKM NporpaMmebl) 1 Apyrue 06HOBNEHUS CBOEI orepaLMoHHOA
cuctembl. CKaumBain Ux TONbKO C oprumMansHOro cainta paspabotumnka OC. Ecnm cywectsyeT
PEXUM aBTOMATUYECKOr0 06HOB/IEHNS, BKIHOUW €rO;

3. Pa6oTaii Ha CBOeM KOMMbOTepe Mog NpaBaMii Nob3oBaTes, a He agMUHUCTPaTopa. ATO He
MO3BONNT 6O/BLUMHCTBY BPEAOHOCHbIX NPOrPaMmM MHCTaNIMPOBATLCS Ha TBOEM NEPCOHANIEHOM
KOMMbIOTEPE;

4. lcnonb3yii aHTUBUPYCHbIE NPOrpamMMHble NPOAYKTbI M3BECTHLIX NPOU3BOANTENEN, C
aBTOMATMYeCKM 0OHOB/EHVEM 6as3;

5. OrpaHuyb U3NYECKINIA JOCTYN K KOMMbIOTEPY A/1s MOCTOPOHHIX JNLL;

6. Vicnonb3yii BHELLHWE HOCUTENN MH(hopMaLIMK, Takne Kak hiellka, AUCK unm gain us
WHTEPHETA, TOMbKO 13 NPO(EPEHHbBIX MCTOUYHIKOB;

7. He OTKpbIBaii KOMMbIOTEPHBIE (aii/bl, NONYUYEHHbIE U3 HEHAEXHbIX UCTOUHMKOB. [laxe Te
(haiinbl, KOTOPbIE MPUCIan TBOW 3HAKOMBIIA. JTydLle YTOUHW Y HEero, OTMPaBAs/ N1 OH Tebe UX.

Cetun WI-FI
Wi-Fi - 370 He BMA Nepefayn AaHHbIX, HE TEXHOMOrS, a BCEro b 6peHs, mapka. Eule B 1991

rofy HuzepnaHackas KoMnaHua sapermctpuposana bpeHg «\WECA», 4To 0603Havaso
cnosocoyeTaHue «Wireless Fidelity», KOTOpbI NepeBOAUTCS Kak «6ecrnpoBoLHas TOUHOCTb.



[10 Hallero BpemeHu fowna apyras abopesnaTypa, KOTopas ABNSETCA TaKOoW e TeXHOMOreil.
3710 ab6peBmaTypa «Wi-Fi». Takoe Ha3BaHMe 6bIN0 4aHO C HAMEKOM Ha CTaHAAPT BbICLLIWIA
3BYKOBO# TexHMKM Hi-Fi, 4To B NepeBoge 03Ha4aeT «BbICOKas TOYHOCTb».

[la, 6ecnnatHbIn MHTEPHET-A0CTYN B Kade, OTENAX 1 a3ponopTax ABASETCA OTANYHON
BO3MOXXHOCTbHO BbIX0[a B MHTEPHET. HO MHOrMe 3KCnepTbl CUMTAKOT, YTO 06LLeA0CTYrHble Wi-
Fi ceTn He aBnaoTCA 6e30MacHbLIMN.

CoBeTbl Mo 6e3omacHoCTK paboTe B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBaii CBOKO NNUHYHO MH(OpMaLmto Yepes obuieaocTynHble Wi-Fi cetn. PaboTas B
HWX, YXefaTe/lbHO He BBOAWTL Maposin JOCTYNa, IOTUHBI U KaKne-To HOMepa;

2. icnonb3yi n 06HOBASI aHTMBMPYCHbIE MPOrpaMmbl U 6paHamayep. TeM caMbiM Tbl
o6e3onacuib cebsi 0T 3aKauku BMpYyca Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonb3oBaHun Wi-Fi oTKAHOUM QyHKUMIO «OB6LWMIA AOCTYN K (haiinam 1 npuHTepam».
[aHHasa PyHKUMA 3aKpbITa N0 YMOTYaHWIO, OLHAKO HEKOTOPbIE MOJb30BATE/NM aKTUBMPYIOT eé
AN yao6cTBa MCnonb3oBaHWA B paboTe nnn yyeoe;

4. He ncnonb3yin ny6nuyHeii WI-FI ons nepefayuv NMYHbIX LaHHbIX, HANPUMEpP 4J1 BbIXOAa B
coupasibHble CETU WU B 3NEKTPOHHYIO MOYTY;

5. inonb3yii TONMbKO 3alUMLLeHHOe coeanHeHne yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-
afipeca BBOAW UMeHHO «https://»;

6. B Mo6VnbHOM TenedoHe OTKMUM QyHKUMIO «[ToakntoyeHne K Wi-Fi asTomatnyeckun». He
A0NYyCKai aBTOMaTUYeCKOro NOAKKYeHNs yCTpoiicTBa K ceTam Wi-Fi 6e3 TBoero cornacms.

CoumanbHble cetn

CouuanbHble CETV aKTUBHO BXOAAT B HALLY YXXW3Hb, MHOTVE MOAN PaBoTarT U XXMBYT Tam
MOCTOSIHHO, a B Facebook yxke 3aperncTpmupoBaH MUNANAPA YenoBeK, YTO SABNSETCS OAHOI
cefibMOVA BCex XuTeneld nnaHeTbl. MHOr1e Nonb3oBaTeIM He MOHUMALOT, YTO UHAOPMALIMS,
pasMeLLieHHast UMW B COLMasbHbIX CETAX, MOXET GbITb HallieHa 1 UCMOo/Mb30BaHa KeM YrofHo, B
TOM umcne He 06s3aTe/NIbHO C 61arMMmn HaMepeHUsMMN.

OCHOBHbIE COBETbI N0 6€30MacHOCTA B counasibHbIX CETAX:

1. OrpaHnyb CNMCOK Apy3eit. Y Tebs B pY3bsX He A0MKHO ObITb CYyYaliHbIX Y HE3HAKOMbIX
NOAeN;

2. 3alMLLain cBOK YaCTHYH XXM3Hb. He yKasbiBali naponu, TenetoHbl, agpeca, AaTy TBOEro
POXAEHMSA 1 APYTYHO MNYHYO NHGOPMALMIO. 3N0YMbILLAEHHUKU MOTYT UCNOb30BaTh AaXKe
MH(OpMaLMIo 0 TOM, Kak Tbl U TBOW POAUTENN NAAHUPYeTEe NPOBECTU KaHWUKY/IbI;

3. 3awymMLLan cBoro penyTaumio - AePXKN ee B YNCTOTe 1 3afiaBail cebe BONpoc: XoTesn Obl Thl,
4TOObI APYrve NoMb30BaTENV BUAENN, YTO Thl 3arpyxaeLub? MNogymaii, npexae Yem 4To-To
ony61KoBaTh, HaNUcaTb 1 3arpysuTb;

4. ECNv Tbl FOBOPULLIbL C IFOABMM, KOTOPbIX He 3Haelllb, He NCMOMb3YVi CBOE peasibHoe UMS 1
APYrY0 NMNYHYI0 UH(OPMALMK: UMSI, MECTO XKUTENbCTBA, MECTO Y4eObl 11 MPOYEE;



5. M36erait pasmMelLieHns oTorpaduii B IHTEpHeTe, rae Tbl U306PaXKeH Ha MECTHOCTH, Mo
KOTOPOV MOXHO OMpeaenTb TBOe MECTOMO/OXKEHME;

6. Mpy perncTpaLmm B CoLMaIbHON CETM HEOGXOANMO MCNO/b30BATb CI0XKHbIE NMApoH,
COCTOSILLYE U3 BYKB 1 LP U C KONMYECTBOM 3HAKOB HEe MeHee 8;

7. ns counanbHOI CeTW, MOYTbI U APYrMX CaliTOB HEOGXOAMMO MCMO/Mb30BaTL Pa3Hble Naposi.
Torga ecnin Te6st B3IOMAOT, TO 3/10yMbILLIEHHWKM NOAYYaT AOCTYN TONBLKO K OHOMY MECTY, a
He BO BCe Cpaay.

ONEeKTPOHHbIE AeHbIU

ONEeKTPOHHbIE AeHbIN — 3TO O4YeHb YAOGHbI CNOCO6 NNaTeXei, 0HAKO CYLLECTBYIOT
MOLLIEHHWKW, KOTOPbIE XOTSAT MOMYUNTh 3TU [IEHBIW.

SNEeKTPOHHbIE AeHLI NOSBUMINCH COBCEM HEIABHO M UMEHHO M3-3a 3TOT0 BO MHOTUX
rocyaapcTBax /10 CMX MOop He NPOMMCAHO MPO HUX B 3aKOHAX.

B Poccuu »ke OHM PYHKLMOHUPYHOT 11 0 HUX YXKe NMPONMCaHo B 3aKOHE, Fae NX pasaenstoT Ha
HECKO/IbKO BU/I0B - aHOHWMHbIE 1 HE aHOHWMHbIe. PasHuMLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX pa3peLliaeTcs MPOBOAUTL onepauymn 6e3 naeHTUgMKaLmM Nonb3oBaTens, a B
HeaHOHUMHbIX UAEHTU(NKALLMM NONb30BaTeNs ABNSETCS 0653aTe/bHOIA.

Tarkoke cnefyet pasnnuatb 3/1eKTPOHHbIe PUaTHbIe eHbrv (PaBHbI FOCYLapCTBEHHbIM Ba/llOTaM)
N 3M1EKTPOHHbIE He(raTHble AeHbrv (He paBHbI FOCYAAPCTBEHHBLIM Ba/llOTaMm).

OCHOBHbIE COBETbI N0 6€30MacHoM pa60Te C ANEKTPOHHbLIMW AEHbramMu.

1. MpUBSXM K CHETY MOBWU/IbHBIN TeNedoH. 3TO caMblii YA006HbIA 1 6bICTPLIA CNOCO6
BOCCTAHOBWTb A0OCTYN K cYeTy. MprBA3aHHbIN TeNe(oH MOMOXET, eC/in 3abyaeLlb CBOM
MAaTeXHbIA Napob UK 3aifellb Ha CaiT C HE3HAKOMOrO YCTPOIACTBA;

2. Vicnonb3yii ogHopa3oBble Naponu. Mocne nepexofa Ha YCUNEHHYH aBTOPU3aLIMIO Tebe yxke
He GYET YrpoXaTb OMACHOCTb KPaXXMN UM NepexBaTa NIaTeXxXHoro napons;

3. Bblbepu cnoxHbIi Naponb. MNpecTyrnHukam 6yaeT He NPOCTO yragaTh CNOXHbIA Naposb.
HazieXHble naponv — 3T0 Naposiv, KOTOpble COAepXKaT He MeHee 8 3HAKOB M BK/THOYaKOT B Ceb#
CTPOYHbIE U NPONKUCHbIe 6YKBbI, LDPbI M HECKO/IbKO CUMBOJIOB, TaKue Kak 3HaK fonnapa,
(hyHTa, BOCKMLUATE/bHbIN 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAM CBOM NINYHbIE aHHbIE Ha CaiiTax, KOTOPbIM He [0BepseLLb.

DNeKTPOHHas NoHTa

ANEeKTPOHHas NoYTa — 3TO TEXHOOMNA M NPeAOCTaBISEMbIE et YCYT MO MEePeChINKe 1
MONYYEHWIO 3M1IEKTPOHHBIX COOBLLEHWIA, KOTOPbIE pacnpeaenstoTcs B KOMMbIOTEPHON CeTH.
OObIYHO 3NEKTPOHHbIV NOYTOBbIV ALMK BbIFAAWT CNeaytoWwmum 06pasom:
MMS_NoNb30BaTena@ums_LoMeHa. Takke KpoMe nepefayn NpocToro TekcTa, umeeTcs
BO3MOXKHOCTb NepefaBaTtb (haiinbl.

OCHOBHbIe COBeTbI N0 6e30MacHO paboTe € 3NeKTPOHHON NOYTOMN:



1. Hago BbIGpaTh NpaBu/bHbIA NOYTOBbLIN CEpBUC. B MHTEPHETE eCTb OFPOMHBIA BbIGOP
6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Mydlle A0BEPATL TEM, KOTO 3Haellb M KTO NePBbIi B
PENTUHrE;

2. He ykasblBail B IMYHOI MOYTE NNYHYIO MHOpMaLmio. Hanprmep, nydlue Bbi6paTb
«MY3blKa/IbHbI_haHaT@>» nnn «pok2013» BMecTo «Temal3»;

3. Vicnonb3yin gByxaTanHyto aBTopu3aumuio. 1o Korga noM1UMo napons Hy>KHO BBOAUTL KOZ,
npucblnaembli no SMS;

4. Bblbepu CNoXHbIM Naponb. 18 KaK40ro NoYTOBOro ALLMKa AOMKEH ObITb CBOM HAAEXHBIM,
YCTONYMBbIN K B3/10MY Mapo/ib;

5. ECnn ecTb BO3MOXXHOCTb HanncaTb caMomy CBOW INYHBIN BOnpoc, VICI'IOJ'Ib3yl71 Ty
BO3MOXXHOCTb;

6. icnonb3yii HECKO/bKO MOYTOBbLIX ALLUMKOB. [epBblil 411 YaCTHON NepenucKy ¢ agpecatamu,
KOTOpbIM Tbl fOBEPSsieLlb. ITO 3NEKTPOHHbIN afpec He Hafo MCMOo/b30BaTb MPY PErMcTpaLmmn Ha
(hopymax u caiitax;

7. He oTKpbIBaii haiinbl U ApYrue BNOXEHUS B MUCbMAaX Aaxe ec/ii OHU NPULLAN OT TBOUX
ApPY3€it. Jlydiie YTOUHW Y HUX, OTNPaBASAN N OHU Te6e 3T (halinbl;

8. Mocne oKoHYaHWs PaboTbl HAa MOYTOBOM CEPBYCE Nepes 3aKPbITUEM BK/TAAKM C CANTOM He
3abyab HaXXaTb Ha «BbIATU».

Knbep6ynnmHr nam BupTyanbHOe M34eBaTebCTBO

KnbepbynnmHr — npecnefoBaHne COOOLLEHNAMU, COAEPXKALLMMM OCKOPOIEHMS, arpeccuio,
3anyrmBaHue; XyMraHcTBO; CoupanbHOe 60MKOTUPOBaHME C MOMOLLHO Pa3/IMYHbIX MHTEPHET-
CEPBYCOB.

OCHOBHbIe COBETbI N0 60pbbe ¢ KNbepoyNIMHIoMm:

1. He 6pocaiica B 60M. JTyywmia cnoco6: NocoBeToOBaTLCS Kak cebst BECTU W, €C/IM HET TOTO, K
KOMY MOXHO 06paTUThLCs, TO BHaYasie YCNoKOUTLCSA. ECM Tbl HAYHELLb OTBEYATb
0CKOPO6IEHNAMM Ha OCKOP6IEHMS, TO TONBKO eLLe 60/bLLe Pa3oXOKeLLb KOH(PINKT;

2. YnpaBnsii CBOel KnbeppenyTawmei;

3. AHOHMMHOCTb B CETM MHMMas. CyLLl,eCTBy}OT CNOCo6bI BbIACHUTb, KTO CTOUT 33 aHOHMMHbIM
dKKayHTOM;

4. He CTOWT BECTM XYNUTaHCKWIA 06pa3 BUPTYasIbHOM XXU3HU. VIHTEPHET (IMKCUPYET BCE TBOW
AEVICTBMS N COXPAHSIET UX. Y aanuTb X 6yaeT KpaliHe 3aTpyaHUTENbHO;

5. Cobntofaii cBOM BUPTYaslbHYH YECTb CMOJOAY;

6. VIrHopupyii eAMHUYHBIA HeraTue. O|HOPa30Bble OCKOPBGUTENbHbIE COOBLLEHNS NyYLLE
MrHOPUPOBaThb. OObLIYHO arpeccust NPEKPaLLAETCs Ha HavyabHOM CTaaun;



7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMW COOBLLEHNAMM, B COLMAbHBIX CETAX
eCTb BO3MOXXHOCTb G/TOKMPOBKM OTNPaBKYM COOBLLEHNIA C OnpeaeneHHbIX afpecos;

8. Ecnun Tbl cBMAeTeNb KNbepbynnmHra. TBOM AeNCTBMS: BbICTYNUTb NPOTMB NpecneosaTens,
MOKa3aTb eMy, YTO €ro 4eiiCTBMS OLEHMBAKOTCA HEraTUBHO, NOALEPXKATb XKEPTBY, KOTOPOIA
HY>KHa NCUX0N0rMYecKast MOMOLLb, COOOLLMTL B3POC/bIM O (hakTe arpecCMBHOIO NOBeAEHWS B
ceTu.

Mo6ubHbI TenedoH

CoBpeMeHHble CMapT(OHbI 1 MaHLLeTbl CO4epXXaT B cebe Bro/He B3POC/bIi PYHKLMOHAN, U
Tenepb OHW MOMYT KOHKYPUPOBATL CO CTalMOHApHbIMW KOMMboTepamu. OfHaKo, CpeacTB
3aLWKUThI 418 NOA06GHBIX YCTPOMCTB NOKa 04eHb Maso. TeCTMpOBaHue 1 NOUCK YA3BUMOCTEN B
HUX NPOUCXOAMNT He TaK MHTEHCMBHO, Kak an1s MK, To XKe camoe KacaeTcs U MOBU/bHBIX
MPUNOXEHWIA.

CoBpeMeHHble MOOMbHbIE Bpay3epbl YyKe NPaKTUYECKN AOTHANM HaCTO/MbHbIE aHANIOT W, O[JHAKO
pacLuMpeHne (hyHKLMOHaNa BNeYeT 3a COO0 60NbLLYH CMOXHOCTb U MEHbLUYH) 3aLUMLLEHHOCTb.

[laneko He BCe NPOM3BOAMTENMN BbINMYCKalOT 0OHOBNEHNS, 3aKPbIBAOLLME KPUTMUYECKME
YSI3BUMOCTM A/151 CBOMX YCTPOWACTB.

OcHOBHbIe COBETbI A/19 6e30MacHOCTV MOBW/IBHOTO TenedoHa:

1. Hnuero He aBnsieTcst No-HacToswemy 6ecrnnatHbIM. byab 0CTOPOXEH, BeAb Koraa Tebe
npegnaratoT 6ecniaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaK/e-TO NaaTHble YCyri;

2. Oymaii, npexae yem oTnpasuTb SMS, (hoTo nnm BUAEO. Thl TOYHO 3HaeLlb, re OHU 6yayT B
KOHeyHom utore?

3. Heo6x01IM0 0GHOBNATL OMEPALMOHHYIO CUCTEMY TBOETO CMapT(oHa;
4. Vicnonb3yii aHTUBMPYCHbIE NPOrPaMMbl AN MOBUMbHBIX TeNedOHOB;

5. He 3arpy»kaii NpuoXeHus 0T HEM3BECTHOIO MCTOYHUKA, BEflb OHW MOTYT COZepPXKaTh
BPEeOHOCHOE NPOrpamMMHOe 06ecrneyeHue;

6. Mocne TOro Kak Tbl BbliAfeLLb C caiiTa, r4e BBOAUA MNYHYO MHGOPMALMIO, 3aiin B HACTPONKM
Opay3sepa 1 yaanm cookies;

7. Meproanyeckn NPoBePsiA Kakne NnaTHbIE YCIYrn akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [laBaii cBOIi HOMep MOBUILHOTO TenedhoHa TOMbKO NMHOASAM, KOTOPbIX Tbl 3HAELLIb U KOMY
[0BEpsieLLb;

9. Bluetooth fo/mKkeH 6bIThb BbIK/IHOUEH, KOTa Thl UM He MOo/b3yeLlbes. He 3a0biBali MHOraa
MpOoBepATH 3TO.

Online urpbl

CoBpeMeHHbIe OHMANH-UTPbI - 3TO KPaCOUHbIe, 3aXBaTbiBatOLLMe Pa3BfeyeHns, 06beuHAOLLMe
COTHM TbICY Ye0BEK NO BCEMY MUPY. UIFPOKM NCCNEAYHOT AaHHbIA UM MUP, 06LLAKOTCA APYT C



APYrom, BbIMOMHAKOT 3a4aHNs, CpaXkartoTca C MOHCTPaMu M Noy4varoT OnbIT. 3a YA0BONLCTBME
OHWM NNaTAT: NOKYNakT ANCK, OrniadmnBaroT abOHEMEHT Unn npmo6peTa+0T Kakune-T1o onumnn.

Bce 3T cpeficTBa MAYT Ha NOAAEPXKaHME U Pa3BUTME UTpPbl, a TAKXKe Ha camy 6€30MacHOCTb:
COBEPLLIEHCTBYOTCS CUCTEMbI aBTOPM3ALMM, BbINYCKAOTCS HOBbIE NaTum (LMKPOBbLIe 3annaTku
ANsi NPOrpamMM), 3aKpbIBatOTCS YA3BMMOCTMN CEPBEPOB.

B ﬂO,qOﬁHbIX nrpax CTonUT onacatbCA HE CTO/IbKO CBOMX COMNEPHNKOB, CKOJIbKO KpPaXkKn TBOETO
naposd, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alnn 60/bLUNHCTBA nrp.

OCHOBHbIe COBETbI MO 6€30MacHOCTN TBOEr0 NIrpoBOro aKkayHTa.

1. Ecnn gpyroi nrpok BeAeT cebs naoxo uam cospaeT Tebe HENPUATHOCTK, 3a6/10KMPYIA ero B
CMMCKe UrPOKOB;

2. Flo>|<any|7|(:ﬂ ajMUHUCTpPaTopaM Urpbl Ha NaoxXoe NnoBefeHNE 3TOro Nrpoka, >KenaTesibHO
MPUNOXXNTb KaKNe-TO A0Ka3aTe/IbCTBa B BUAE CKPUHOB;

3. He yka3sblBail nyHY0 MH(OPMALLMIO B Npodaiisie urpsbl;
4. YBaxkalh ipyrmx y4acTHUKOB MO Urpe;

5. He ycTaHaBnueai HeouLManbHbIE MaTYM U MOABbI;

6. \cnonb3yii CNOXHbIE U pa3Hble Naposu;

7. [axe BO BpeMsl Urpbl He CTOWT OTK/IHOUATh aHTMBMPYC. [MOKa Thbl Urpaelllb, TBO KOMMbIOTEP
MOTYT 3apasuTb.

OULLNHT U KpaXKa IMYHbIX AaHHbIX

OG6bIYHOI KpaXkeii AieHer 1 JOKYMEHTOB CErOfHs YXKE HIKOTO He YAUBULLb, HO C Pa3BUTHEM
VHTEPHET-TEXHO/OTUIA 3M0YMbILLIEHHUKM NEPEMECTU/INCH B MHTEPHET, 1 MPOA0/HKAIOT
3aHUMATLCS «THBUMBIM>» [€/10M.

Tak nosiBnnacb HOBast yrpo3a: MHTEPHET-MOLLUEHHNYECTBA UAN (DULLKHT, FNaBHas Le/b KOTOPOro
COCTOUT B MOSTYHEHUN KOHPUAEHLMANbHBIX JaHHbIX M0/b30BaTeNieil — NOrMHOB 1 Naponeit. Ha
aHrMINCKoM a3bike phishing untaeTca Kak uwnHr (ot fishing — pbibHas noens, password —
naporb).

OcHOBHbIe COBETbI M0 60pb6e C PULLNHIOM:

1. Cnepu 3a cBOMM akkayHTOM. Ecniv Tbl Nof03peBaeLlb, YTO TBOSA aHKeTa Oblna B3/10MaHa, TO
Heo6x0AMMO 3a6/10K1POBATbL €€ M COO0BLLMTL aaMUHUCTPATOPaM pecypca 06 3TOM Kak MOXXHO
CcKopee;

2. |/|CI'IOI'Ib3yI2 6e3onacHble Be6-caliTbl, B TOM YKC/e, NHTEPHET-MarasmHoB N NONCKOBbLIX CUCTEM,

3. Vicnonb3yit CNoxHble 1 pasHble Naponiu. Takum 06pa3om, ecnv Te6st B3OMatoT, TO
3M1I0YMbILLNIEHHVKI MOMyYaT A0CTYM TOMbKO K OAHOMY TBOEMY MPOMUII0 B CETH, a HE KO BCEM;



4. Ecnv Tebs B3IoMaiv, TO HEOOXOAMMO NpeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPble
A06aBneHbl y Tebs B ApY3baX, O TOM, YTO Teb6s B3/1IOMaIv 1, BO3MOXKHO, OT TBOEro MMeHn 6yaet
paccbl1aTbCs Cram U CCbIIKN Ha PULLNHTOBbLIE CalTbI;

5. YcTaHoBY HafexXHbIn naposb (PIN) Ha MOBUbHbLIN TeNeqgoH;
6. OTKNOUM COXpaHeHWe napons B bpaysepe;

7. He oTKpbIBait (haiinbl 1 Apyrune BAOXEHUSA B MUCbMaX [aXe eC OHU NPULLIN OT TBOMX
Apy3en. Jlydile YyTOUHW Y HUX, OTNPABAAN NI OHU Tebe 3TK aiisbl.

LinchpoBas penyTauys

LincdhpoBas penyTaums - 3T0 HeraTMBHas UM NO3UTUBHASA UH(OPMaLMA B CETU O Tebe.
KomnpomeTumpytoLLas nHpopmawms pasMeLleHHas B MIHTEPHETE MOXKET Cepbe3HbIM 06pa3om
0TPa3UTbCA Ha TBOEW peanbHOM XM3HW. «LintpoBas penyTaums» - 3TO TBO UMUK, KOTOPbIN
(hopmupyeTcs 13 MHpopmMaLum o Tebe B MHTEPHETE.

TBOE MEeCTO »XMTe/bCTBa, y4ebbl, TBOE (PMHAHCOBOE MOOXEHME, 0COOEHHOCTM XapakTepa u
pacckasbl 0 6/IM3KMX - BCE 3TO HaKanMBaeTcs B CETH.

MHorvie NoAPOCTKM NErKOMbICIEHHO OTHOCATCS K My6AMKaLyn TMYHO MH(opMaLun B
WNHTepHeTe, He MOHKMast BO3MOXHbIX MOCNeACTBMIA. Thl laXke He CMOXELLb 0ragaThCs O TOM,
yTo choTorpachvs, pasmellieHHas 5 neT Hasag, CTana NPUYMHOI 0TKasa NPUHSATL Tebs Ha padoTy.

KoMMeHTapuu, pasMeLLieHie TBOUX oTorpadnii u gpyrie AeCTBIS MOFYT He UCUE3HYTb AaXxe
Mocne TOro, Kak Thl MX yAanuLlb. Thbl HE 3Haellb, KTO COXPaHUN 3Ty MH(OopPMaLIMIo, nonana fin
OHa B MOWCKOBbIE CUCTEMbI M COXPaHWIACh NV OHa, a FMaBHOEe: YTO NOoAYyMatoT O Tebe
OKpY>KatolLlee Noay, KOTopble HaliayT U yBUAAT 3T0. HaiiTy MHAopMaLyo MHOTO fIEeT CycTs
CMOXET NI06OIA - KaK 13 06BPbIX NOGYKAEHWIA, TaK U C HAMEPEHVEM NPUUNHNTL Bped. ITO
MOXET BbITb KTO YrofHO.

OCHOBHbIe COBETbI M0 3aLLMTe LPOBOIA penyTaLum:

1. Moaymaid, Npex/e Yem YTo-To Ny6/NKOBATb U NepeaBaTh Y ceds B 6/10re UM B COLMANBLHON
ceTu;

2. B HacTpolikax npouns ycTaHOBM OFpaHUYeHUs Ha MPOCMOTP TBOEro NPotunns 1 ero
COZEPXKMMOr0, CAenali ero TONbKO «ans Apy3eii»;

3. He pasmeLaii 1 He yKasblBail MH(OPMaL IO, KOTOpasi MOXET KOro-Mb0 0CKoponsTh U
00MKaTh.

ABTOpPCKOE MpaBo
CoBpeMeHHble LIKO/bHUKMN- aKTUBHbIE NOMb30BaTENIN LIM(POBOro NpocTpaHcTBa. OgHAKo
[aNeKo He BCe 3HalOT, YTO NMO/b30BaHME MHOTUMI BO3MOXXHOCTAMM LIMPOBOro Mypa TpedyeT

C06ﬂ|'0,£l,eHI/IFI npaB Ha NUHTENNEKTYa/IbHYIO COBCTBEHHOCTb.

TepMUH «MHTENNEKTYaNbHAsi COGCTBEHHOCTb» OTHOCUTCS K Pa3/IMYyHbIM TBOPEHMAM
4e/I0BeYEeCKOro yma, HaumHas ¢ HOBbIX M306PETEHMI U 3HaKOB, 0603HaYatoLLMX COBCTBEHHOCTb



Ha NPOAYKTbI U YCYTY , U 3aKaHUMBast KHUraMu, (hoTorpadusmm, KMHOMUIbMaMi 1
MY3bIKa/IbHbIMU MPOU3BEAEHVAMM.

ABTOPCKME MpaBa - 370 NpaBa Ha MHTENNEKTYa/IbHYH COBCTBEHHOCTb Ha MPOV3BEAEHNS HAYKU,
nnTepaTypbl M UCKYcCcTBa. ABTOPCKME MpaBa BbICTYNatoT B KAYeCTBe rapaHTWM TOF0, YTO
VHTENNEKTYaNbHbI/TBOPUECKNIA TPy aBTOPa He BYAEeT HanpacHbIM, 1aCT eMy CrpaBe/INBbIE
BO3MOXXHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, NonyUnTb U3BECTHOCTb M NPU3HAHNE.
HVKTO 6€3 paspeLLeHs aBTOPa He MOXKET BOCMPOM3BOANTL Er0 NPOM3BEAEHNE, PACPOCTPAHATD,
Ny6/IMYHO 1eMOHCTPUPOBATb, MPOAABATb, MMMNOPTMPOBATbL, MYCKaTb B MPOKAT, My6MYHO
MCMOMHATb, NOKa3bIBaTL/UCNONMHATL B 3MPe UK pa3MeLLaThb B VIHTEpHETE.

Mcnonb3oBaHWe «MMPaTCKOro» NPOrpaMMHOro 06ecneyeHns MOXXET NMPUBECTN K MHOTM
pUCKaM: OT NOTePYU AaHHbIX K TBOUM aKKayHTam f10 6/I0KMPOBKM TBOEr0 YCTPOIACTBA, IAe
YCTaHOB/IEHHBII He NerasibHas NporpamMmma. He cTouT Takke 3a6bIBaTb, YTO CYLLECTBYET
nerasnbHble 1 6ecnnaTHbIE MPOrPamMMbl, KOTOPblE MOXHO HalTV B CETM.

O noptane
CeTeBMYOK.pg - TBOW rNaBHbI COBETUMK B CETU. 34eChb Thl MOXeLLb Y3HaTb 0 6e30MNacHOCTY B
CeTW MOHATHLIM M LOCTYMHbLIM A3bIKOM, & NPU BO3HUKHOBEHNWN KPUTUYECKOWN CUTYaL MK

06paTUTLCA 3a COBETOM. A TaKXe MPUHATL YYacTre B KOHKYpCax M CTaTb CambIM L(POBLIM
rpaxaaHnHom!

Mucemo MuHobpHayku Poccum ot 14.05.2018 Ne 08-1184 ""O HanpasneHun nHpopmauum™



